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(BOSTON, Mass. — March 16, 2006 - IDTheftSecurity.com) Hackers remain steps ahead of watchdogs even as industry
groups have succeeded in shutting down online criminal operations. According to Robert Siciliano, president of
IDTheftSecurity.com, self-policing actions on the part of industry are a step in the right direction, but he also said consumer
awareness and education represent the best path to security against hackers, who invariably rely on their victims’ lack of
vigilance.

“Most malware, spyware, and viruses can ruin a computer and steal the owner’s valuable identifying information,” said
Siciliano, an identity theft and personal security expert who presents workshops to Fortune 500 companies nationwide. “Easy
for the trained person to spot, these threats benefit from a civilian computing culture of ignorance and carelessness.”

Author of "The Safety Minute: 01" and an upcoming book, "Identity Theft Pandemic: Curing the Identity Theft Virus,"
Siciliano provides consumer education solutions to Fortune 500 companies and their clients. Siciliano has appeared on
CNBC'’s “On the Money” multiple times this year to discuss identity theft.

On March 8 TechWeb reported industry self-policing activities that thwarted . According to the article, U.S.-based RSA
Security collaborated with Panda Software, a company based in Spain, to shut down a number of Web sites that were selling
readymade Trojan horse—style viruses custom-made for identity theft and other unscrupulous activities.

“Typically,” said Siciliano, “consumers only invite malicious code onto their computers if nobody has taught them what to
watch for. While a number of companies may be well-equipped to ferret out and thwart hackers at the source, the best route
for us all to take, economically speaking, is in the education of end users.”

Siciliano also contended that policing efforts, no matter how aggressive, will always remain steps behind cybercrooks, whose
tactics continually evolve.

Also on March 8, an article in the Channel Register, a publication based in the UK, described the success phishers have had
with “smart redirection,” which helps phishers, who typically run multiple sites related to one spoof, to keep track of their
sites’ availability. When the victim clicks on a malicious link, smart redirection figures out which of a phisher’s sites have
evaded shutdown and points the doomed browsers only in the direction of sites that remain live.

“Phishing tactics continue to grow in sophistication,” Siciliano concluded. “But the fact remains that a phishing e-mail, the
requisite precursor to the phisher’s criminal activity, is telltale. No reputable banking or other financial institution requests
sensitive information from its customers via e-mail. Any consumer can learn to spot and avoid the facades the veil malicious
code.”

HiH

Identity theft affects us all, which is why Robert Siciliano, president of IDTheftSecurity.com, makes it his mission to provide
consumer education solutions on identity theft to Fortune 500 companies and their clients. A leader of personal safety and
security seminars nationwide, Siciliano has been featured on CNN, MSNBC, Fox News, “The Suze Orman Show,” “ABC
News with Sam Donaldson,” “The Montel Williams Show,” “Maury Povich,” “Sally Jesse Raphael,” and “The Howard Stern
Show.”

The media may reach Siciliano at 1 (888) SICILIANO (742-4542). Visit his Web site, www.IDTheftSecurity.com , or his
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blog, www.IDTheftSecurity.blogspot.com . Siciliano’s full contact information follows:

Robert Siciliano

Personal Security Expert

PHONE: 888-SICILIANO (742-4542)
FAX: 877-2-FAX-NOW (232-9669)
E-MAIL: Robert@IDTheftSecurity.com
www.idtheftsecurity.com/

The media are encouraged to get in touch with Siciliano directly. They may also contact:

Brent W. Skinner, President

STETrevisions

PHONE: 617-875-4859

FAX: 866-663-6557

E-MAIL: BrentSkinner@STETrevisions.biz
www.STETrevisions.biz

You can find this press release here
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